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Meeting DORA Resilience Standards

A legislation proposed by the European Commission namely DORA which will impact all financial services (FS)
companies and their information communications technology (ICT) service providers operating in the European
Union. Implementation of this comprehensive framework on digital operational resilience is proposed to ensure
that FS companies and critical ICT suppliers are subject to a common set of standards to mitigate ICT risks. This
framework is to be negotiated by the EU over the upcoming 12 months.

DORA enables the EU to have a clear foundation for EU financial regulators to expand the focus from financial
resilience to making sure FS companies can maintain resilient operations should there be an incident causing

operational disruption.

The potential need for ICT service providers to be notified if they are deemed as a critical provider of that service
to FS companies and how they can best comply with the framework that is being developed. This includes digital
operational resilience testing and ICT incident handling & reporting.

Trustwave services

Trustwave helps financial services firms and critical ICT providers respond to upcoming regulations through a

variety of market leading services such as:

Trustwave SpiderLabs® Penetration Testing and

Digital Forensics and Incident Response

Regional and global reach collaborating with FS
companies world-wide.

CREST STAR-FS accredited robust penetration
testing function.

Continuous research with intelligence and threat led
penetration testing and assessments through red
teaming to conduct regulatory testing

Engagement of qualified professionals that regularly
contribute to the MITRE ATT&CK Framework.

Extensive experience in dealing with serious,
sophisticated attacks with an effective response to
incidents and breaches across the enterprise.

Cyber Advisory Services

Advise on strategy, governance and

security maturity.

Enterprise-wide security improvement
and capability advisory enabling you
to achieve your objectives.

For instance, services such as:

Virtual security advisory
Policy, process & procedure
review and creation
Maturity assessments

Security Colony resource
library & information sharing

Cyber architecture and
Integration services

Enterprise-wide
transformation and
operational enablement

Continuous enhancement
and improvement of
detection and response
capabilities

For instance, services such
as:
e  Workshops
e Use case
development
e Playbooks



https://www.securitycolony.com/

Trustwave Resources for Financial Services and Critical ICT Providers

Leveraging the global market leading digital resilience capabilities of Trustwave Consulting & Professional
Services will ensure your organisation has appropriate controls measured to the risks you face through the
following:

Deep technical expertise - ethical hacking, forensic investigations, incident response and security research

Engagement of qualified professionals - regularly contributing to the MITRE ATT&CK Framework, such as this
one for operating system credential dumping and this one on brute force techniques.

Regional and global recognition - recognised regionally and globally by enterprises, cyber security analysts and
research community.

Extensive experience in dealing with serious, sophisticated attacks with an effective response to incidents and
breaches across the enterprise.

Unrivalled intelligence — real world intelligence from forensics investigations and advanced threat research,
including a recent discovery of a novel malware campaign and new vulnerabilities with SolarWinds Orion.

Cyber resources platform - assess supply chain security, preformatted compliance material, accessible
community of contributors.
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https://service-selection-platform.crest-approved.org/member_companies/trustwave-spiderlabs/index.html
https://attack.mitre.org/techniques/T1003/005/
https://attack.mitre.org/techniques/T1110/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/the-golden-tax-department-and-the-emergence-of-goldenspy-malware/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/full-system-control-with-new-solarwinds-orion-based-and-serv-u-ftp-vulnerabilities/
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