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A ruling by the Court of Justice of the European Union, requires organizations to ensure there is a data protection 

equivalent to GDPR beyond EEA countries when sharing personal data. 

• Organizations exporting data must decide whether non-EEA countries offer GDPR equivalent protection 

• Where there is not equivalent data protection, supplementary measures must be taken 

• All data exporters need to document their data protection approach as clarified by the European Data 

Protection Board 

• Organizations can expect finds of up to €20m or up to 4% of the total worldwide turnover of the previous 

financial year 

• Schrems II puts additional demands on organizations to maintain data compliance globally 

How Trustwave Helps:  

Trustwave helps financial services firms and critical ICT providers respond to upcoming regulations through a 

variety of market leading services such as:   

 

SpiderLabs - Penetration Testing 
and Digital Forensics and 
Incident Response 

Cyber Advisory 
Cyber Architecture and 
Integration 

Regional and global reach 
collaborating with FS companies  
world-wide 

CREST STAR-FS accredited robust 
penetration testing function. 

Continuous research with intelligence 
and threat led penetration testing and 
assessments through red teaming to 
conduct regulatory testing. 

Engagement of qualified professionals 
that regularly contribute to the MITRE 
ATT&CK Framework.  

Extensive experience in dealing with 
serious, sophisticated attacks with an 
effective response to incidents and 
breaches across the enterprise. 

Advise on strategy, governance and 
security maturity for clients and their 
3rd parties. 

Security Strategy and Risk advisory 
services specific to regulatory and 
compliance guidelines (i.e. 
GDPR/PSD2 & PCI DSS) 

Key services: 

Supply chain diagnostics  

• Virtual CISO 

• Policy, process & procedure review 
and creation 

• Maturity assessments 

• Security Colony resource library & 
information sharing  

Enterprise-wide transformation and 
operational enablement. 

Continuous enhancement and 
improvement of detection and 
response capabilities. 

For instance, services such as:  

• Architecture reviews. 

• Use case development  

• Playbooks 

 

  

https://www.securitycolony.com/
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Trustwave offers distinctive high value to Financial Services  
and critical ICT providers: 

Subsections are specific to the product and not standardized. You may insert subsections under any section 

header. If you need more than three levels of sections, reconsider the document’s organization.  

Leveraging the global market leading digital resilience capabilities of Trustwave Consulting & Professional 

Services will ensure your organisation has appropriate controls measured to the risks you face through the 

following:   

Deep technical expertise - ethical hacking, forensic investigations, incident response and security research: 

CREST Approved Member Companies Trustwave-SpiderLabs 

Engagement of qualified professionals - regularly contributing to the MITRE ATT&CK Framework such as:                   

AttackMitreTechniques1, AttackMitreTechniques2  

Regional and global recognition - recognised regionally and globally by enterprises, cyber security analysts and 

research community. Extensive experience in dealing with serious, sophisticated attacks with an effective 

response to incidents and breaches across the enterprise. 

Unrivalled intelligence – real world intelligence from forensics investigations and advanced threat research. 

Trustwave SpiderLabs threat hunters and researchers have made major cybersecurity discoveries over the years 

including a novel malware campaign called GoldenSpy and critical vulnerabilities in SolarWinds Orion. 

Cyber resources platform - assess supply chain security, preformatted compliance material, accessible 

community of contributors. 

 

 

 

 

https://service-selection-platform.crest-approved.org/member_companies/trustwave-spiderlabs/index.html
https://attack.mitre.org/techniques/T1003/005/
https://attack.mitre.org/techniques/T1110/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/the-golden-tax-department-and-the-emergence-of-goldenspy-malware/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/full-system-control-with-new-solarwinds-orion-based-and-serv-u-ftp-vulnerabilities/
https://www.securitycolony.com/
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