
Rapid Action Program by Trustwave

A PRAGMATIC APPROACH TO SECURITY DUE DILIGENCE AND SLEEPING BETTER AT NIGHT

One thing that all organizations face are threats and vulnerabilities from the outside world. Breaches 
happen all the time, every day, and the bad news, you might not know that it happened to you. 

The Rapid Action Program by Trustwave (RAP) is a lightweight (yet powerful) assessment that searches 
out your unknown vulnerabilities. The Trustwave team rapidly and pragmatically identify exposures 
that are likely to get you hurt. With RAP, our dedicated service team will make sure that you keep your 
vulnerabilities from being exposed by putting locks on the doors and windows.

You Can’t Control What You Don’t Know
Do you understand where you are most vulnerable and where an attack might occur? Are you and your 
team aware of the attack surface as well as your vulnerabilities? Do you know if you’ve already lost data? 
Is your team ready for a data breach? 

Don’t spend months doing security audits when key issues can be identified quickly and closed just as 
quickly. Spend more time solving the problems than identifying the problems. 

Value Based Rapid Action Program
The Rapid Action Program from Trustwave is an inclusive offering that provides organizations the tools 
they need to reduce their exposure from outside threats. The RAP offering includes:

• Security Colony Core Subscription for 12 months
• Facilitated Security Colony Maturity Assessment
• Pre-Attack Vulnerability Assessment
• Tabletop Exercise
• Roadmap
• 80 Additional Consulting Hours – To address issues identified in the assessment phase

In addition, the Trustwave professionals will provide ongoing support and Breach Monitoring over the 
course of a year via our Security Colony platform.

Benefits

 ● Delivered by Trustwave 
SpiderLabs, an elite 
global team with years 
of technical experience 
alongside Trustwave 
Cyber Advisory experts 
with deep experience 
in advising Boards and 
Executives on cyber

 ● Able to uncover 
difficult to find 
vulnerabilities in your 
process and your 
technology

 ● Cost effective, high 
value assessment 
to uncover your 
unknowns

 ● Detailed findings with 
actionable roadmaps 
for remediation

 ● 12 month ongoing 
support via Security 
Colony

 ● Breach monitoring for 
email breaches



Security Colony Subscription
With a 12 month subscription to Security Colony Core Subscription 
you gain access to a library of resources to help implement 
information security in your organization, including an entire ISMS, 
cybersecurity strategy, a cryptography architecture & strategy, 
templates, awareness training materials and more. All of it has been 
developed for real clients, through real projects, with millions of 
dollars of investment. New material is uploaded regularly from our 
consulting business. 

The Security Colony Core Subscription gives  
you access to:
• Trustwave Security Colony for up to 5 users
• Free, startup and core documents
• Exclusive videos
• Public and private forums
• Your VRA score plus 10 suppliers
• Running the maturity model tool 12 times
• Breach monitoring
• Two document reviews

Security Colony Maturity Assessment
The Rapid Action Program by Trustwave gives clients the self 
paced tools for both Threat Assessment and Maturity Assessment. 
The former looks at the industry you are in, the nature and size of 
your business, and the stakeholders you are accountable to. The 
latter uses the structure of the NIST Cyber Security Framework to 
assess your ability to identify, protect, detect, respond and recover 
appropriately to maintain a suitable level of security. In total, there 
are 48 questions, and completing the exercise thoughtfully will take 
about half an hour. 

Pre-Attack Vulnerability Assessment
Organizations could have extremely effective security controls on 
their digital assets but have little visibility and alerting on any leaked 
data on the public domain.

As part of the Rapid Action Program, Trustwave will perform an 
assessment of a wide attack surface from the perspective of a 
determined threat actor who performs reconnaissance to gain a 
foothold into the organization from which further attacks could take 
place. 

Trustwave will focus on data and vulnerability exposure from this 
external perspective which can be used to strengthen the company’s 
security posture; beyond what existing security tools and methods 
can do.

Tabletop Exercise
Tabletop exercises are great at identifying questions that need 
answers, responsibilities that need owners or processes that need 
developing.  As part of the Rapid Action Program, a member of the 
Trustwave team starts by working with you to understand your 
organization’s environment, personnel and objectives. 

Through the tabletop exercise:
• Trustwave professionals customize a scenario for you, which 

means your team can get results from just a few hours of 
participation. 

• Everyone on your team can focus on how they’d respond to a 
specific cyber incident 

• Everyone will familiarize themselves with their role during an 
incident. 

• Will uncover whether roles are understood, communication lines 
are clear, procedures are available and more.

Roadmap
Having delivered thousands of audits and assessments over many 
years, and supporting clients through many more, we know that 
almost every organization has a long list of ‘things to fix’. The aim of 
the Rapid Action Program is not to add to this with more items on 
the shopping list. Instead, the Rapid Action Program is about getting 
quick wins to harden your security posture, and to focus on real-
world attacks and vulnerabilities. 
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