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Learn About the Attack Flow 
in Manufacturing

TRUSTWAVE THREAT INTELLIGENCE BRIEFING & MITIGATION STRATEGIES

Cyberattacks can cripple production lines, resulting in staggering financial losses that can 
reach thousands of dollars per minute. These disruptions directly contradict the 
manufacturing industry's primary objective of maximizing profitability.
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What Makes Manufacturing’s Attack Surface Unique?

THREAT ACTORS

LockBit 
Clop
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Royal
Play
BlackBasta
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Phishing and BEC
Credential Access
Initial Access Brokers
Vulnerability Exploitation
PowerShell 
IT and OT Convergence
Malware

THREAT TACTICS

Average cost of a 
breach for manufacturers

$4.7M

Share of ransomware 
incidents attributed 
to LockBit

36%

Incidents attributed to 
credential access

45%
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Get actionable mitigations against threat actors,  
their tactics, and attack flow to keep your 
organization out of the headlines.
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