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Overview

The manufacturing industry is integral to building economies and
bolstering innovation. This industry, which is one of the most profitable
industries globally, is seeing massive growth because of the Fourth

Industrial Revolution, which prioritizes digitization to bolster productivity,

improve data and analytics, and support agility and sustainability.
However, when organizations integrate advanced technologies into
their operations, they face exposing their systems and machines to a
slew of cybersecurity threats and risks.

In this report, the Trustwave SpiderLabs team tackles the different
ways in which the manufacturing industry is targeted and breached by
threat actors. This report looks at the most recent cyberattacks waged
against Trustwave clients in the manufacturing industry, including
web shells, vulnerability exploitation, and social engineering attacks,
especially phishing.

This report is a supplemental report to the of the 2025 Trustwave
Risk Radar Report: Manufacturing Sector, a broader and more
comprehensive report that analyzes the manufacturing sector’s major
threats and trends.



https://www.ibisworld.com/global/industry-trends/biggest-industries-by-revenue/
https://www.ibisworld.com/global/industry-trends/biggest-industries-by-revenue/
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https://www.trustwave.com/en-us/resources/library/documents/trustwave-spiderlabs-research-navigating-cybersecurity-threats-in-manufacturing-for-2025/
https://www.trustwave.com/en-us/resources/library/documents/trustwave-spiderlabs-research-navigating-cybersecurity-threats-in-manufacturing-for-2025/

Web Shells

Web shells are lightweight malicious scripts that attackers
upload to compromised servers, providing a hidden doorway
to the system. These tools are highly prevalent on Dark Web
marketplaces, often marketed as a cost-effective and stealthy
way to maintain unauthorized access to corporate networks.
Web shells are particularly dangerous for manufacturing
companies, as they enable attackers to infiltrate production
environments, gather sensitive information, and establish a
persistent presence for extended operations.

Once installed, a web shell allows attackers to execute
arbitrary commands, upload and download files, escalate
privileges, and even move laterally within a company’s
infrastructure to reach more sensitive systems.
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Figure 1. A threat actor offers web shell access to a Turkish
manufacturing company



For attackers, web shells offer several advantages. They are relatively
simple to deploy, especially in environments where vulnerabilities
in web applications or outdated software exist. Web shells are also
discreet, as they often mimic legitimate traffic, making them difficult to
detect without robust monitoring tools. Additionally, web shells serve
as an entry point for further exploits, such as deploying ransomware,
stealing intellectual property, or disabling critical machinery. These
capabilities make web shells aninvaluable asset for attackers targeting
manufacturing companies.
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Figure 2. A Dark Web advertisement claims to sell access to two web shells for
affordable price.
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Web shell prices on the Dark Web vary based on the target’s value,
the level of access provided, and the method used to compromise
a server. Access to servers belonging to high-value manufacturing
companies, especially those tied to operational technology (OT)
systems, commands a premium, while less critical targets are cheaper.

Advanced web shells with features such as privilege escalation or
lateral movement capabilities are more expensive than basic ones.
The exploitation method also plays a role — web shells installed
using zero-day vulnerabilities are pricier than those relying on widely
known flaws. Market dynamics, such as supply and demand, and the
geographic or industrial significance of the target further influence
pricing.

However, web shells are not without limitations. Their functionality
is often restricted to the compromised server, and additional effort
may be required to pivot to other parts of the network. Modern
security measures, such as web application firewalls and advanced
intrusion detection systems, can identify and neutralize web shell
activity. Despite these defenses, the rise of automated attack tools
and vulnerabilities in legacy systems ensure that web shells remain a
popular option among cybercriminals.



Vulnerability Exploitation

All vulnerability data included in this report was collected via Shodan.

Manufacturing organizations had 4,370 unique vulnerabilities (out of a total of 24,920) publicly exposed on the Internet. 3,843 of these
vulnerabilities are critical vulnerabilities, and 3,532 were listed in the Cybersecurity and Infrastructure Security Agency (CISA) Known Exploited
Vulnerability (KEV) list, as seen in Table 1.

CVE-2021-40438

CVE-2023-44487

CVE-2019-0211

CVE-2024-4577

CVE-2020-0796

CVE-2012-1823

CVE-2014-0160

CVE-2019-11043

CVE-2015-1635

CVE-2019-0708

A Server-Side Request Forgery (SSRF) vulnerability in Apache HTTP Server versions up to 2.4.48. Exploiting this flaw allows
attackers to force the server to forward requests to arbitrary destinations, potentially accessing internal systems.

Known as the "HTTP/2 Rapid Reset" vulnerability, this flaw allows attackers to exploit the HTTP/2 protocol to cause denial-
of-service (DoS) conditions by rapidly resetting streams, leading to server resource exhaustion. In October 2023, multiple
organizations reported large-scale DDoS attacks leveraging this vulnerability, prompting widespread advisories and patches.

A privilege escalation vulnerability in Apache HTTP Server versions 2.4.17 to 2.4.38. A local user with the ability to run scripts could
execute arbitrary code with the privileges of the Apache server process.

A critical remote code execution vulnerability affecting PHP versions 5.x and onwards on Windows servers configured in CGl mode.

Improper input validation allows attackers to execute arbitrary code on the server.

Also known as "SMBGhost," this is a remote code execution vulnerability in Microsoft's Server Message Block 3.1.1 (SMBv3)
protocol. An attacker could exploit this flaw to execute code on the target server or client.

A vulnerability in PHP-CGl-based setups that allows remote attackers to execute arbitrary code or cause a denial of service via
query strings, leading to code injection.

Known as "Heartbleed," this is a severe vulnerability in OpenSSL versions 1.0.1 through 1.0.1f. It allows attackers to read sensitive
memory contents, potentially exposing confidential data.

A remote code execution vulnerability in PHP-FPM when used with NGINX. Improper handling of certain FastCGI requests can lead
to arbitrary code execution.

A remote code execution vulnerability in the HTTP.sys component of Microsoft Windows. An attacker could send a specially
crafted HTTP request to execute arbitrary code on the target system.

Dubbed "BlueKeep," this is a remote code execution vulnerability in Microsoft's Remote Desktop Services. Unauthenticated
attackers can connect via RDP and execute arbitrary code on the target system.

Table 1. Vulnerabilities with respect to the CISA known exploited vulnerabilities catalog
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Publicly Accessible Industrial Control Systems (ICS)

Industrial Control Systems (ICSs) are essential in
manufacturing, automating processes to enhance efficiency
and productivity. They include systems such as supervisory
control and data acquisition (SCADA), distributed control
systems (DCSs), and programmable logic controllers (PLCs),
which monitor and control industrial operations.

However, connecting ICS to networks exposes them to
cybersecurity threats. Common issues include vulnerabilities
in outdated software, unauthorized access due to weak
authentication, and susceptibility to malware and ransomware
attacks. A quick search showed 41 publicly exposed ICS
systems.

Total: 41

Shodan Report

// GENERAL

® Countries

Figure 3. Shodan search for publicly accessible ICS systems
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Recent data indicates a significant rise in cyberattacks
targeting ICS. In 2022, there was an 87% increase in
ransomware attacks on industrial organizations, with a 35%
rise in the number of ransomware groups targeting ICS and
operational technology systems.

A notable incident is the discovery of new malware capable
of terminating engineering processes in ICS environments.
Identified in August 2024, this malware targets Siemens
engineering workstations, posing significant risks to industrial
operations.

To mitigate these risks, manufacturers should implement
robust cybersecurity measures, including regular system
updates, strong authentication protocols, and continuous
monitoring, to safeguard ICS from potential attacks.


https://therecord.media/dragos-ransomware-report-2022-ics-ot-lockbit
https://www.infosecurity-magazine.com/news/malware-engineering-ics/
https://www.infosecurity-magazine.com/news/malware-engineering-ics/

Credential Stealer Marketplaces

Credential stealer log marketplaces on the Dark Web are
thriving hubs where cybercriminals trade stolen login details
for various systems, including corporate email accounts, and
operational technology systems. These credentials are often
harvested using malware — credential stealers, designed to
extract stored passwords from infected devices or through
phishing campaigns targeting unsuspecting employees.
Once stolen, credentials are listed on marketplaces where
buyers can filter by company size, geographic location, or
the type of access offered, making it easy to acquire specific
entry points into manufacturing organizations.

For example, consider one of the most well-known American
automobile brands globally, which has over 15,000 records
referencing the ford.com domain in credential stealer logs
available for sale for the last year.

Here is a sample of a credential stealer log, where pluses are
signed data available in the log:

faust.idp.ford.com
Login: +
Password: +

Cookie: -

ford.onwingspan.com
Login: +
Password: +

Cookie: +

web.gsdb2.ford.com
Login: +
Password: +

Cookie: -



Credential stealer logs pose significant risks by providing
login credentials, session cookies, and browser details that
attackers can use to bypass security measures including
multi-factor authentication (MFA). Cybercriminals exploit
them for account takeovers, unauthorized transactions, and
access to corporate systems, with high-value targets such as
executives being particularly vulnerable. Additionally, these
credentials are often resold on Dark Web marketplaces,
increasing their potential for misuse.

WebSphere Liberty 23.0.0.6

Open Liberty @'

Figure 4. The landing page for the web[.]Jgsdb2[.]ford[.Jcom domain,
mentioned in the credential stealer log
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For the manufacturing industry, the data available on these
marketplaces poses a significant threat. Credentials sold
may include access to enterprise resource planning (ERP)
systems, supply chain management software, or OT networks
used to control production lines. Attackers can exploit these
credentials to disrupt manufacturing operations, exfiltrate
sensitive intellectual property, or deploy ransomware. In
addition to production delays, stolen access can compromise
sensitive designs, trade secrets, or contracts with suppliers
and clients, leading to significant reputational and financial
damage.
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The consequences of such breaches are far-reaching. If a
manufacturing company becomes a victim of credential
theft, attackers can sabotage production processes, infiltrate
supply chain networks, or even manipulate OT systems,
potentially causing physical damage to machinery or
creating safety hazards. Moreover, compromised credentials
may provide a foothold for attackers to move laterally within
the network, targeting critical data or deploying destructive
malware.

To mitigate these risks, manufacturing companies must
prioritize robust password hygiene, implement MFA, and
regularly monitor for compromised credentials on the Dark
Web. Employee training to recognize phishing attempts,
combined with advanced endpoint detection systems,
can also reduce the likelihood of credential theft. By
taking proactive measures, manufacturers can minimize
their exposure to the threats posed by credential stealer
marketplaces and protect their critical operations.



Noteworthy Phishing Campaigns

Phishing Attacks via Email
File-Sharing Phishing Attack

This phishing campaign exploits the trust associated with
file-sharing services. Attackers mimic email alerts of internal s e

systems or applications including printer services and R E—
commonly used external platforms such as WeTransfer. - —

The following phishing samples were received by our
manufacturing sector clients and detected by our email
security product MailMarshal.

»

Fake Printer Notification Email:

The document supposedly being shared is a pay stub, a . . o )
. . Figure 6. A sample of a fake printer notification email that leads to a
document issued by the employer on each pay day. Clicking  pishing page

the “VIEW YOUR DOCUMENTS” will launch a page from Zoho
Forms, an online forms platform.

With Zoho Forms, the user can be forwarded to a “Thank
You” page once the form is submitted. This Zoho feature has
been repurposed in this campaign by having content that
redirects to a Microsoft phishing page associated with the
Tycoon Phishing-as-a-Service (PaaS) platform.
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https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/breakdown-of-tycoon-phishing-as-a-service-system/

Fake Bill of Landing (BOL) Email:

Manufacturers frequently use a BOL document, which is a
legal document issued by a carrier, that serves as both a
contract and a receipt for transferring goods to a receiver. In
this phishing sample, the phishers impersonate WeTransfer
and notify users of a supposed shared BOL document.

Clicking the link leads users to a phishing website that is
designed to appear as an internal secure portal to obtain a
user’s account password. To further enhance the deception,
the phishing site dynamically displays the logo of the recipient
company and additional endpoint information including OS,
browser, time stamp, and location.

From We Transfer <wetransfer@ease-servicesgroup.com> @
Tol ° 1020
Subject Shipping documents  bill of lading

YYou have received

Document files via Wetransfer

Getyourfiles

Figure 7. A sample of a fake BOL document that leads to a phishing site
that dynamically shows a user’s logo and endpoint information

HR-Themed Phishing Attack

We have observed an increase in phishing emails imitating
HR communications, particularly toward the end of 2024.

The PDF attachment is disguised as a revised employee
handbook for the upcoming year. To make the attachment
appear realistic, the contents of the PDF file are aligned to
the theme of the email. The PDF is cloaked as a document
from the e-signature platform DocuSign and employee data
such as username, company name, and company logo are
incorporated in the PDF file.

The PDF attachment contains a QR code leading to a phishing
page utilizing the Mamba phishing kit, another PaaS capable
of adversary-in-the-middle (AiTM) attacks.

From H -Employees-access noreply @341 moibjp ©
o 8

Subject ploys

1271072024, 747PM

Hello John,

Please find attached a new company policy added to All Employee Handbook,
effective December 5, 2024, that requires your attention

If you have any questions, please don't hesitate to reach out
Have a wonderful day,
Policy Department

> D Tattachment: . Signature Required pdf 434KB. & Save v

Tk You

[e—

Figure 8. A fake employee handbook cloaked as a DocuSign PDF
contains a malicious QR code that leads to a phishing page



Payment Confirmation Phishing Attacks

Payment and invoice lures are among the most common themes observed in phishing campaigns that target the manufacturing
sector. One kind of attack that employs this lure is payment confirmation fraud, where cybercriminals send fake payment
receipts or invoices for goods and services that the recipient did not purchase.

Payment Receipt Phishing Attack:

This phishing email sample claims to be from GHH Fahrzeuge

GmbH, another manufacturing company in the machinery o e
field. This simple email contains an HTML attachment masked -

as a payment receipt. Opening the attachment yields to a

standalone credential phishing page designed to look like a

Microsoft login page. Bestrogers.

> [ 1attachment: Payment_Invoice.EFT_Remittance_Advise 30.7 KB

Payment Receipt attachment file.

Figure 9. A fake payment receipt with a malicious HTML attachment that
leads to a phishing page
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Image-Based Phishing Attack:

This phishing sample involves multiple manufacturing companies. The email was sent
from a compromised email address belonging to a manufacturing company. The attacker
then opted to impersonate a different manufacturing company named Pollich LLC Intl.
The message was sent to one of our manufacturing sector customers.

The threat actors embedded an image of a receipt and anchored the phishing link to it.
Clicking the fake receipt will direct the user to a phishing page hosted on Glitch, a web
hosting platform with free plan offerings.

v N 5
3 £ do e.glitch.me) ARGET'S EMAIL ADDRESE
From ) Repl Reply All Forward | Archive ]

To a
Subject Payment Initiated on 12/09/2024,3:17:03 AM

Hi
Please see attach payment cody for your refrence.

Thanks & Best Regards

Pollich LLC Intl
i

p

Secure Connection

DF Attachment File |

B2 Payrent_Copy.pdf y

(@ hetps//doctiles-attach-onine.glitchme/#\ —

Figure 10. A phishing link anchored to a fake payment receipt image attachment that leads to a
Glitch-hosted phishing page




Phishing Attacks Abusing Legitimate E-Signature Platforms

Fake Government Procurement Document Sent ViaDocuSign

We have observed multiple phishing campaigns using DocuSign
to send phishing messages. Clicking the link will direct users to
a legitimate DocuSign envelope that contains a phishing link.

In the email sample below, the threat actor posed as “State of
Nevada Procurement Services” and used the DocuSign platform
to trick victims into thinking that the malicious document was a
legitimate government procurement document.

The link used Bing as a redirector and redirected users to a
fake login page associated with the Tycoon 2FA PaaS.

° n7324,1029

Repiyt

yto
Subject Complete with Docusign: State of Neveda.pa W docusign

# docusign

Figure 11. Threat actors abused the DocuSign platform to distribute a
fake government procurement document that leads to a fake login page

Trustwave SpiderLabs has previously observed this tactic
with the Rockstar 2FA.
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E-Signature Platform Lure: Adobe Acrobat Sign

The phishing email below was designed to mimic an email
notification from Adobe Acrobat Sign, an e-signature platform
by Adobe. The sender claims to share board meeting minutes
and schedules from the said platform. A closer look at the
URL reveals /wp-admin/, an indicator that the page is likely
hosted on a compromised WordPress site. This is a common
tactic used in phishing attacks to host malicious content.

Clicking the link directs users to a credential harvesting page
crafted to resemble the e-signature platform.

/ou that a meeting of the Board of Directors has been scheduled,
the notice below. The agenda for the meeting is also

in 10 view the exact date and time of the meeting.

F oy worksfor the

D Draft Board Minutes and Meeting
Schedules

Foroaten cassners?

Figure 12. Fake Adobe Acrobat Sign email notification that leads to a
phishing page hosted on a compromised WordPress site


https://x.com/SpiderLabs/status/1852009474757673157

Security Recommendations for

Manufacturing Companies

Enhance Cybersecurity Posture: Implement robust
measures such as zero-trust architectures, MFA, and end-
to-end encryption to'minimize vulnerabilities.

Segment Networks: Separate operational technology
(OT) systems from IT networks to limit the spread of
ransomware within an organization.

Conduct Regular Security Audits: Identify and address
vulnerabilities ' through frequent penetration testing and
vulnerability assessments.

Invest in Employee Training: Educate employees about
phishing, social engineering, and other entry points
commonly exploited by attackers.

Develop Incident Response Plans: Create and test
response protocols to ensure rapid recovery in case of an
attack, minimizing downtime.

= Collaborate and Share Intelligence: Partner with industry
peers, government agencies, and cybersecurity firms to
share threat intelligence and best practices.

= Adopt Supply Chain Risk Management: Work closely
with suppliers and partners to ensure they follow strong
cybersecurity practices, reducing risks of third-party
compromise.

By taking these steps, manufacturing companies can better
safeguard their operations, protect intellectual property, and
maintain resilience against evolving threats and risks.

Forallof Trustwave SpiderLabs’researchonthe Manufacturing
sector, please see the full series here.
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