Managed Security Services — SOC (Midmarket)

Trustwave

Overview

Trustwave is headquartered in lllinois,
U.S. It has more than 1,000 employees
across 12 offices in six countries.
Trustwave is a pure-play cybersecurity
service provider with over 25 years

of experience. It provides tailored
consulting engagements and flexible
managed services, including cyber
advisory, architecture and integration,
security maturity, supply chain risk,
cloud security, DFIR, vulnerability and
penetration testing, MSS, managed
detection and response, co-managed
SIEM, e-mail security, database security
and advanced threat hunting services.
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Strengths

Proactive threat intelligence:

Trustwave combines automation and a
human-driven threat- hunting approach.

Its experts have deep expertise in incident
response, digital forensics, malware analysis
and threat intelligence. It uses MITRE-
aligned behavioural-based threat-hunting
methodology and the proprietary Trustwave
SpiderLabs® platform, which provides
actionable insights derived from multiple
data sources.

Enhanced MDR service: Trustwave centres
its MDR service around its Trustwave Fusion
platform. It is a robust cloud-native platform
that provides enterprises with a unified view
and complete visibility across multicloud and
loT environments. Its Al and ML modules and
threat intelligence from the SpiderLabs team
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' “Trustwave’s Fusion platform is a comprehensive

Rising Star

provide advanced detection and response.
The platform integrates well with other
security tools in the client's environment,
accelerating time to value.

Value-added services: Security Colony is
Trustwave's knowledge library, available for
its MDR clients as a bundled offering based
on the subscription and a basic free version.
Trustwave Security Colony empowers clients
with valuable resources from the company’s
consulting engagements, providing effective
solutions to enterprise challenges, making

it a crucial asset. Trustwave also provides
webinars, executive engagements and threat
briefings for selected customers.

solution for enterprises navigating complex security
landscapes.”

Bhuvaneshwari Mohan

Caution

In early 2024, Trustwave was acquired by
MC? Security Fund, a private equity firm
focused on growth advisory and investments
in the security industry and an affiliate of the
Chertoff Group. It should capitalize on this
acquisition to open new accounts in the UK,
especially in the public sector.
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